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Abstract—Cryptographic algorithms play an important role 
in information security where it ensures the security of data 
across the network or storage. The generation of Hybrid Cubes 
(HC) based on permutation and combination of integer numbers 
are utilized in the construction of encryption and decryption key 
in the non-binary block cipher. In this study, we extend the 
hybrid cube encryption algorithm (HiSea) and our earlier 
Triangular Coordinate Extraction (TCE) technique for HC by 
increasing the complexity in the mathematical approaches. We 
proposed a new key generation technique based on TCE for the 
security of data. In this regard, the Hybrid Cube surface (HCs) 
is divided into four quarters by the intersection of primary and 
secondary diagonal and each quarter is rotated by using the 
rotation points. The overall security of HC is improved by the 
rotation of HCs and enhanced the complexity in the design of 
key schedule algorithm. The brute force and entropy test are 
applied in experimental results which proved that the proposed 
technique is suitable for implementing a key generation 
technique and free from any predicted keys pattern. 
 
Index Terms—Cryptographic Algorithms; Hybrid Cubes; 
Key Generation Technique; Non-Binary Block Cipher. 
 
I. INTRODUCTION 
 
Security is the major aspects of storing information and 
sending it across the network from one location to other with 
secure manner. Cryptography ensures the secure 
communication and provides a way to protect sensitive 
information by transforming it into an unreadable format 
(encryption) and only the authorized recipient able to convert 
it into original text (decryption). It compromising different 
mathematical processes involving in encryption algorithms 
was designed to secure from unauthorized access [1, 2, 3]. 
Unfortunately, the developments of fully secure 
cryptographic algorithms are quite difficult due to the 
presence of challenges from the cryptanalysts whose tries to 
access any available cryptosystems. As the rapid growth of 
the internet and other forms of network communication 
become more dominant, a vast range of applications are made 
to secure cryptographic algorithms.  To achieve the high-
security requirements, right selection of algorithms brings a 
high protection from cryptographic components to 
cryptanalysis [4]. Furthermore, every cryptographic 
algorithm needed to fulfill the execution time’s test and 
validation considered as approval with Advanced Encryption 
Standard (AES) [5]. There are three main types of methods 
that are utilized in the construction of secure encryption and 
decryption algorithms that contain permutation, substitution, 
and their combination form. Moreover, the key schedule of 
AES is used to modify the last round key that can be available 
fast using the look-ahead technique as well as obtaining the 
all intermediate round key simultaneously and become more 
beneficial when fast decryption is needed [6]. The 
substitution-based key derivation function is proposed that 
receives a short key length as an input, generate blocks of the 
key and transform these key through Quasigroup string 
transformation like a substitution mechanism to give 
randomization [7]. The key derivation function is used to 
generate random and unpredictable secret keys. 
The generation of the magic cube from a magic square and 
two orthogonal latin square is adopted to propose encryption 
and decryption algorithms [8]. Magic cube consists of six 
surfaces or sub-cubes having 3-Demensional (3D) 
coordinate. Moreover, the permutations using image 
encryption algorithm show that every state of the cube is 
actually a permuted mentioned in [9]. They rotate the cubes 
which are similar to Rubik’s Cube and use these cubes to 
reverse a new scrambled image. An image permutation 
algorithm based on geometrical projection and shuffling in 
the design of key schedule algorithm which increases the 
security of original image is proposed in [10]. A magic cube 
transformation and natural chaotic sequence in an image 
encryption algorithm utilized the concept of confusion and 
diffusion is considered in [10, 11]. These scientific 
mathematical properties are used to enhance the complexity 
of the overall algorithm. Furthermore, the 3D magic cube 
based technique is proposed to be used as information hiding 
scheme [13]. The secret information is placed in the cover 
pixel LSBs of the image by using the spatial coordinates.  
The combination of Latin squares, magic squares, 
orthogonal Latin square and magic cubes are utilized in the 
generation of the Hybrid Cubes (HC) which include good 
diffusive characteristics [14]. They find a new way for further 
development of transformation that is based on permutation 
and combination of integer numbers and develops non-binary 
block cipher. The effectiveness of non-binary block cipher is 
based on different component mainly encryption and 
decryption algorithms, key generation and its parameters. 
Furthermore, the generation of two-dimensional (2D) hybrid 
cube encryption algorithm (HiSea) is a non-binary block 
cipher based on integer numbers [15]. The hybridization and 
rotation of HC are generated encryption algorithm and key as 
a cubical form by randomly shuffled cube [16]. The limitation 
of HiSea encryption algorithm and Rajavel’s cubical 
encryption algorithm was performed hybridization which 
needs high computation cost. Moreover, the 2D encryption 
algorithm using the concept of cartesian coordinate geometry 
and circle generation is proposed in [17]. The circle 
generation process considers the translation and rotation of 
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axis which is individually performed on a different circle.  
The computing information about complex geometric 
primitives is often costly, while computational geometry 
determines many asymptotically effective algorithms for 
such problems are indicated [18].  
In this regard, this paper extends our earlier proposed 
technique [19] to increase their mathematical approaches by 
designing new key generation technique for HC of order 4. 
HC is divided into six faces and each face of HC is divided 
into four quarters like triangular form by the intersection of 
diagonals. Four key matrices are used to generate one 
triangular key matrix based on Triangular Coordinate 
Extraction (TCE) steps. Modulo-16 is employed on the key 
matrix that is used to calculate the value of triangular key 
matrix during the rotation of HCs. The process of key 
generation is evaluated which produce the invertible matrix 
that is used in the generation of encryption and decryption 
key. The rotation of HCs creates complexity in the message 
and increases the difficulty to predicting original message 
from cryptanalyst. The experimental results show that the 
proposed method for generating key matrices from HCs 
rotation is suitable for evaluating the key generation 
technique. Furthermore, brute force attack on large key space 
will make challenging and time-consuming. 
The remaining paper is organized as follows: Section II 
discusses some preliminaries which include the overview of 
the hybrid cube, rotation and translation of coordinates and 
the key schedule algorithm that is used in our proposed 
technique. Section III outlines the proposed a key generation 
technique based on TCE for HC. Section IV explains the 
experimental results and discussion. Section V presents the 
conclusion and future work of this research. 
 
II. PRELIMINARIES 
 
 
We use the following preliminaries which are used in the 
construction of the Key generation technique for hybrid cube. 
 
A. Hybrid cubes 
Hybrid cubes are generated by the combination of two 
magic cubes using inner matrix multiplication of layers 
proposed in [14]. HC of order 4 is defined by
jiH , , i {1, 2, 
…, 879} and j {1,2,3,4} defined as  
 
jiH , = jiji MCMC ,1,   (1) 
 
where the
jiMC ,  is j
th layer of ith magic cubes.  
Let us consider the HC 1 is formed by inner matrix 
multiplication of magic cube 1 layer having coordinates 
{x=1,2,3,4} and magic cube 2 layer {x=1,2,3,4}. Similarly, 
HC 2 is formed on inner matrix multiplication of magic cube 
2 and 3, and so on. A new cube structure HC of order 4 is 
developed using the layers of magic cubes where the layer 
entries belong to the set of integers 1 to 4096. The new cube 
layer ensures invertible matrix which is used in the design of 
encryption and decryption keys. HiSea consist of key 
schedule algorithm, encryption and decryption algorithm are 
main components in the development of non-binary block 
cipher explained in [15]. All possible combination of HC 
layers as the basis for the construction of encryption and 
decryption keys utilized in the non-binary block cipher. 
Furthermore, an improved key generation and the encryption 
algorithm are introduced which is based on HC rotation and 
construction of HC by randomly shuffle cube [16]. The 
rotation of HC creates the shuffling of data which try to 
protect the data from cryptanalyst. 
 
B. Translation and rotation of coordinates 
The translation of an object is applied by shifting the 
position along the straight path from one coordinate to 
another coordinate location [20]. To translate a 2D point by 
the addition of translation distance xt and yt , to move point 
of coordinate position ),( yx  
to a new position ),( yx  , so
xtxx  and ytyy  . Translation is a rigid body 
transformation that is every point on the object is translated 
with the same amount. The changing in the position of a circle 
needs to translate the center coordinates and reconstruct the 
circle in the new location. 
The rotation of the object is applied by shifting the position 
along a circular path in xy plane. During rotation, we specify 
the rotation position ),( 11 yx and angle of the pivot point 
(rotation point) where the object is to be rotated. Counter 
clockwise rotations explain the positive values for the 
rotation angle and negative values define the rotation angle in 
the clockwise direction. The rotation about rotation axis is 
also described that is passing through the rotation point and 
perpendicular to xy  plane [20]. The rotation of point from 
),( yx to ),( yx  position using angle is relative to the origin 
of coordinate. The transformation equation at position ),( yx
is  sincos yxx  and  cossin yxy  . The rotation of 
a circle about the non-central axis by the movement of central 
position using arc, it subtends the specified angle rotation. 
 
C. Key schedule Algorithm 
Key schedule algorithm is generating secret keys and act as 
a vital role in the development of encryption and decryption 
key. The poor key generation produces weak keys which are 
utilized for the encryption process, it can be easily attack 
using brute force technique. The cryptanalyst is continuously 
trying all possible combination to get plaintext from 
ciphertext using this attack. AES considered that all 
cryptographic algorithms must support the key lengths 
include 128-bit, 192-bit and 256-bit key with number of 
rounds 10, 12 and 14 respectively [5, 21].  The round keys are 
taken from the cipher key or expanded key by using key 
schedule and employed in the construction of block cipher. It 
ensures high diffusion over the multiple no. of rounds and 
used invertible transformation. Furthermore, a new AES key 
schedule algorithm is presented which includes every round 
sub-key that is effectively and efficiently independent from 
each other, this is the reason there is no bit leakage among 
round sub-keys. It analyzed a strengthened key schedule by 
using Shannon’s bit confusion and diffusion properties that 
are the basis of secure communication [22].  
 
III. PROPOSED TECHNIQUE 
 
This section explains the methodology of our proposed key 
generation technique based on TCE for HC. The purpose of 
the construction of this proposed technique is to increase the 
complexity in the design of key schedule algorithm of HC. It 
also computationally secures the process of encryption and 
decryption of existing HC encryption algorithm.  Key 
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generation technique consists of three main steps. The first 
step includes the design of rotation and key generation which 
is used to identify the rotation pattern of HCs. The rotation of 
HCs around the four quarters is generated by the intersection 
of primary and secondary diagonal. The second step 
calculates the value of coordinate during the rotation of HCs. 
The final step explains the process of key generation 
technique. The resultant matrix of the proposed technique is 
invertible, which is used in the construction of encryption and 
decryption keys. More details of these steps are demonstrated 
in the following sub-sections. 
 
A. Design of rotation and key generation technique  
The design of HCs is divided into six faces and each face 
is further divided into four quarters (Q1, Q2, Q3, Q4) by 
intersection of two diagonal lines pass through the center of a 
circle. The primary diagonal lies on the x-axis and the y-axis 
utilize as the secondary diagonal. At the first stage, the 
rotation of HCs of the first face is considered and after that, 
we apply the proposed technique on the rest of five faces of 
HCs. The rotation of triangular HCs is counter clockwise that 
is the main component in the generation of key schedule as 
shown in Figure 1.  
 
 
Figure1: Rotation and key generation technique for HC 
 
The position of coordinates in HCs is represented as 
rotation points 0 to 15 from quarters Q1 to Q4. The HCs is 
rotated in the counter-clockwise from rotation points 0 to 4 in 
Q1, 4 to 8 in Q2, 8 to 12 in Q3 and 12 to 0 in Q4. 
The range of rotation points is presented in Q1 and Q2 
quarters as shown in Figure 2. It helps to extract coordinate 
values during the rotation of HCs.  
 
 
 
Figure 2: Range of Rotation points in Q1 and Q2 
 
The value of coordinates in quarter Q1 and Q2 is 
represented in Table 1. The rotation points are used to 
calculate the value of triangular key matrix which is based on 
the unique matrix that is taken by using the modulo operation. 
The calculation of key matrix value using rotation points 
increases the complexity of the design of key generation and 
increase the difficulty for the cryptanalysis to address the 
keys with minimum number of possibilities. 
 
Table 1 
Value of coordinates in Q1 and Q2 
 
Rotation points Quarter Value 
0 – 1 Q1  4,1
2
1  
1 – 2 Q1    3,2
2
1
3,11   
2 – 3 Q1    2,2
2
1
2,11   
3 – 4 Q1  1,1
2
1  
4 – 5 Q2  1,1
2
1  
5 – 6 Q2    2,2
2
1
1,21 
 
6 – 7 Q2    2,3
2
1
1,31   
7 – 8 Q2  1,4
2
1  
 
The range of rotation points lies in Q3 and Q4 coordinates 
as shown in Figure 3. During the rotation of HCs, rotation 
points are utilized in the extraction of coordinate values. 
 
 
 
Figure 3: Range of Rotation points in Q3 and Q4 
 
The value of coordinates in quarter Q3 and Q4 is mentioned 
in Table 2. 
 
 
 
 
 
 
 
Journal of Telecommunication, Electronic and Computer Engineering 
198 e-ISSN: 2289-8131   Vol. 9 No. 3-4  
Table 2 
Value of coordinates in Q3 and Q4 
 
Rotation points Quarters Values 
8 – 9 Q3  1,4
2
1  
9 – 10 Q3    2,3
2
1
2,41   
10 – 11 Q3    3,3
2
1
3,41   
11 – 12 Q3  4,4
2
1  
12 – 13 Q4  4,4
2
1  
13 – 14 Q4    3,3
2
1
4,31   
14 – 15 Q4    3,2
2
1
4,21   
15 - 0 Q4  4,1
2
1  
 
Definition 1. Let the HCs be a 4 x 4 matrix, then we define 
the properties of diagonal coordinates of HCs as mentioned 
in [19]. The intersection of diagonals can be possible if the 
coordinates satisfy the reflexive and symmetric properties. 
The properties of diagonal are: 
i. Primary diagonal for the HCs square matrix is defined 
as the collection of entries HCs(i, j), where i = j. The 
coordinates include in the primary diagonal are as 
follows,  
{(1, 1), (2, 2), (3, 3), (4, 4)} 
ii. Secondary diagonal for the HCs square matrix is 
defined as a collection of entries HCs(i, j), where 
5 ji can be calculated by the mean of symmetric 
coordinates (i, j) and (j, i) of HCs matrix. The 
coordinates include in the secondary diagonal are as 
follows, 
{(1, 4), (2, 3), (3, 2), (4, 1)} 
When the value of diagonal HCs(i, j) satisfy the properties 
of primary and secondary diagonal then the value of 
coordinates of a particular cell is 
1
2
HCs(i,j).  
 
B. Coordinate Extraction  
Next step is to extract the coordinates during the rotation of 
HCs based on the properties discussed in Definition 1. The 
triangular quarters Q1 of HCs is the passage from rotation 
points 0 – 4, Q2 is the passage from rotation points 4 – 8, Q3 
is the passage from rotation points 8 – 12 and Q4 are the 
passage from rotation points 12 – 0 respectively. The value of 
coordinates is extracted using the formulas discuss in table 3.  
 
Table 3 
Extract the value of HCs coordinates  
 
Quarters Extraction of coordinate value 
Q1  




1
0
4
1
),1(
i
i
ij
ji  
Q2   




1
0
4
1
4,
j
j
ji
ji  
Q3   




1
0
4
1
,4
i
i
ij
ji  
Q4   




1
0
4
1
1,
j
j
ji
ji  
C. Process of Key Generation Technique 
HCs are ordered based on rows and columns of order 4. The 
four key matrices are generated from HiSea encryption 
algorithm [23]. The key generation technique is implemented 
based on TCE which tends to increase the complexity of HC. 
The process of key generation is presented in the following 
steps: 
i. Firstly, the steps of TCE are demonstrated according 
to the quarters on four key matrices, it will generate 
one Triangular Key Matrix (TKM).  
ii. Apply modulo-16 on each coordinate of TKM 
generated using TCE steps. Each run will give 1 value 
in the new matrix. The new Modulo Matrix (MM) 
contains the coordinate value that is in the range of 0 
to 15.  
Definition 2. Let the HCs be a 4 x 4 matrix, if any repeated 
value was found in the MM coordinates, then we will replace 
it using the following rules: 
1 aa for st1 repetition 
2 aa for nd2 repetition 
3 aa for
rd3 repetition 
It will continue until we get zero value. After reaching on 
the zero value, if repetition still exist then we will replace by 
using the following rules: 
1 aa for st1 repetition 
2 aa for nd2 repetition 
This process will continue until we get the non-repeated 
matrix value.  
i. If the new MM is consisting of repeated value in each 
coordinate of rows and columns, then we apply the 
properties of Definition 2 on newly generated matrix 
in order to get the Unique Matrix (UM) value. 
ii. Calculate the value of TKM by using rotation points 
which are based on UM matrix generated from modulo 
operation. A New Key Matrix (NKM) is generated 
through the calculation of coordinate values based on 
the rotation points. 
iii. Rotate the quarters of NKM in the counter-clockwise 
to generate the Rotation Cube Matrix (RCM). 
iv. Test the randomness of RCM using the random matrix 
technique in HiSea encryption algorithm. 
v. Brute force attack on key generation technique can be 
estimated using key space. 
 
IV. EXPERIMENTAL RESULTS AND DISCUSSION 
 
In this section, the steps of key generation technique are 
demonstrated using four key matrices taken from HC 
encryption algorithm. The resultant rotation cube matrix 
produces a matrix of order 4 which is invertible. This 
invertible matrix is used in the generation of encryption and 
decryption key in the non-binary block cipher. Moreover, 
some experimental results include the entropy and brute force 
attack that are evaluated to prove the validity of the proposed 
key generation technique. The step by step processes of key 
generation technique is described below. 
 
A. Step 1 
The selection of four key matrices (A, B, C, D) from HiSea 
encryption algorithm is required to generate one TKM matrix. 
Each key matrix is used to develop one row for TKM matrix 
based on TCE steps. These key matrices are shown as: 
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A = 












1932305942805
3660289641980
2023043249420
43731501634140
 
B =












27561024811332
1365305943596
7803150163421
15610893136812
 
C = 












2115983186780
4204096168120
198015763660
3596558661365
 
D= 












81224011600156
14015983186437
2805558661932
13322566252756
 
The first row of TKM matrix is generated using key matrix 
A and second row of TKM is generated by key matrix B by 
utilizing the steps of TCE. Similarly, the key matrix C and D 
are used to generate third and fourth rows of TKM matrix. 
The TKM matrix of order 4 is presented as: 
 
TKM = 












5095687754513237
6257807358813393
5191346158037101
6161316955297849
 
 
B. Step 2 
In this step, we apply modulo 16 on the TKM matrix 
generated from the four key matrices.  The MM matrix is as 
follows: 
 
MM = 












713115
1991
751113
1199
 
C. Step 3 
The MM matrix is generated that contains the repeated 
values. So, in order to remove repetition, we apply the 
properties of Definition 2 on MM matrix that generate UM 
matrix.  The UM matrix is given as follows: 
 
UM = 












15141210
3462
751113
0189
 
 
D. Step 4 
In this step, we calculate the value of TKM by using the 
rotation point defined in UM. Considering the UM matrix 
with the respective value of coordinate in each quarter shown 
in Table 1 and Table 2, we put the value of TKM according 
to that coordinate and then do the calculation. The resultant 
matrix of NKM is given as follows: 
 
NKM = 












30806921254710913
3924392463338430
161810002254710293
3080489916188391
 
 
E. Step 5 
This step contains the rotation of NKM matrix based on 
TCE steps. The RCM matrix is shown as follows: 
 
RCM = 












3080161839243080
48991000239246921
1618254763332547
839110293843010913
 
 
Hence, the RCM matrix after rotation is tested which is 
invertible. The complexity in the key generation provides 
more security and efficiency in the ciphertext. 
 
F. Step 6 
The strength of overall implementation of key generation 
technique is estimated by using random matrix technique 
(entropy test). The entropy for the RCM matrix is calculated 
by using MATLAB function CalculateEnt(). The normalized 
Shannon entropy test for RCM matrix is 0.9415 which is 
closer to 1 rather than 0. Hence, this matrix represents the HC 
blocks consist of 16 decimal numbers is 94.15% random, 
which can be considered as almost random. 
 
G. Step 7 
The encryption keys used in this technique is 4 x 4 matrix 
of integer numbers. Each entry of encryption key lies between 
the range of {1, 2, ..., 4096} or within 212 bits. The key space 
for encryption and decryption keys are 212 x 212 x …. x 212 
=212 16 2192 or approximately 103 .6 1058.8 keys.  
Key generation technique for HC is computationally secure 
and having the large key space that makes the brute-force 
attack difficult and time-consuming. The number of keys 
used in the key generation technique can determine the 
practical feasibility of conducting a brute-force key.  
 The brute force and entropy test were carried out to 
demonstrate that the proposed technique is suitable for the 
generation of encryption and decryption key and secure for a 
non-binary block cipher. The proposed technique of creating 
a layer of order 4 matrix and the rotation of HCs makes it 
difficult for predicting keys pattern. Even one rotation of HCs 
able to show the reflection of all faces of HC. So, the new 
combination of layer entries through key generation 
technique is used to enhance the complexity in the overall 
construction of encryption algorithm. 
 
V. CONCLUSION AND FUTURE WORK 
 
In this paper, the key generation technique based on TCE 
for HC of order 4 matrices is presented which can be used to 
generate the keys during rotation of HCs. Security is the 
major concern in the design of key generation technique. In 
this technique, the four key matrices are employed in the 
generation of one TKM matrix using the concept of TCE. The 
modulo-16 operation used to calculate the value of TKM by 
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utilizing the rotation points and then the rotation of HCs 
increases the complexity in the design of RCM. It creates a 
difficulty to predict the pattern of keys which ensure the 
protection of message from cryptanalysts. This research can 
be further analyzed in the future by implementing the non-
binary block cipher based on 3-dimensional key generation 
algorithm.  
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